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Overview 
 

TROY SecureDocs Sentry delivers a total protective solution to 
prevent forgery, falsification, and alteration of high-security 
documents.  
Secure data means less fraud and more compliance. When 
augmented with digital authentication, smart serialization, and 
overt and covert features, printed information becomes tamper-
resistant and difficult to replicate even by the most sophisticated 
fraudsters. 
Increase trust in your printed documents, no matter who they’re 
meant for, whether vendors, customers, or enforcement officials. 
TROY SecureDocs Sentry delivers: 
• End-to-end document security 
• A comprehensive, high-security printing platform at a low cost 

per page 
• Personalized, layered security at the point of issue or print 
• Secure, mobile, document verification 
• Complete document traceability and audit trail reporting 
• TROY’s High Security Total Solution delivers a comprehensive, 

on-demand, security printing solution 
• Compatibility by complementing existing security printing 

strategies or stand-alone print environments 
• A scalable, configurable, easy to deploy, cost-effective solution 
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Top Features 

Personalized Security 
Create tamper-proof documents with TROYMark 
TROYMark™ is a unique watermark of static or variable data, printed diagonally 
across the document to easily verify a document’s authenticity. 
 

Add variable data to security features  
Provide a secondary means of verifying a document’s authenticity by injecting 
variable data into popular security features, including the barcode, QR code, 
TROYMark, MicroPrint, and SecureMark. 
 
 

Digital Verification 
Authenticate documents on the go with SecureMark 
SecureMark enables digital verification to quickly confirm the authenticity of a 
document using a mobile device. SecureMark’s proprietary QR code is 
encrypted, via a hashed algorithm, which prevents unauthorized users from 
scanning the code and makes counterfeiting virtually impossible. The 
SecureMark can only be dycrypted with the SecureDocs Mobile app.  
 

Covert Security 
Augment security with UV Output 
Add additional layers of anti-copy and fraud protection by printing with 
Spectrum UV, Secure UV, or Black UV inks available with select printers. 
These inks fluoresce under a UV verification light. 
 

Anti-Copy Security 
Prevent photocopying with MicroPrint 
A copy preventative security layer, MicroPrinting requires magnification to 
read and is illegible in a photocopy. 
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How Does It Work?  
TROY SecureDocs Sentry works by applying security features to 
a print file at print time. An Administrator uses TROY SecureDocs 
Sentry to develop a SecureDocs Template, which defines:  

• Areas and content for data capture 

• Security features to apply to the document at print time 

The Administrator also sets up a Print Agent with which one or 
multiple SecureDocs Templates can be associated.  

The end User prints a document that applies TROY SecureDocs 
Sentry features just like any other document. The User selects 
the Print Agent set up by the Administrator and clicks Print from 
a document application (e.g., Word or Adobe Acrobat):  

• Data capture collects information from the print file to select 
the right SecureDocs Template.  

• Based on the SecureDocs Template design, images, and text 
the Administrator has designated to be captured are collected.  

• Security features are applied to your document as defined by 
the SecureDocs Template, including static and dynamically 
collected content.  

This document is for Administrators. It details how to use TROY 
SecureDocs Sentry to create the SecureDocs Template that 
captures data and applies security features. You will also learn 
how to set up the Print Agent.  

 

 

 

 

 

 

 

 

 
 

 

TROY UV Output  
Select TROY printers offer UV security functionality when paired with UV ink and 
toner. TROY offers three types of UV printing:  

Black UV: Prints black; overt UV fluoresces blue under verification.  

Secure UV: Prints black; overt and covert UV both fluoresce blue  
under verification.  

Spectrum UV: Prints full color; overt and covert UV fluoresce multiple colors 
under verification. 

For more information about UV inks and toner, supported printers, and 
TROY SecureDocs Sentry, please go to www.troygroup.com/securedocs-sentry.  

  

Administrator SecureDocs 
Template 

Print 
Agent 

Print file 

User Physical 
printer 

START END 

http://www.troygroup.com/securedocs-sentry
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What Goes into a Secure Document? 
Click a security feature below to see how to add it to your 
document. You can easily get back to this page by clicking 
What goes into a secure document? at the bottom right of the 
security features pages.  
 

 

Add a Warning 
Box 

Add a 
Watermark 
 

PrintMatch 
capture 

Image capture 

Add an Image 

Text capture 

Add a TROYMark  

Add static 
Text 
 

Add a 
SecureMark 
Verify with the Secure 
Mobile app, available 
with Android and iOS 

Add a Signature  

Add a Security 
Background 

Add MicroPrint 
text 
 

Redact 
document 
areas 
 

Add a QR code 
or barcode 

Image capture 

Add a UV 
image 
 

Text capture 
pattern matching 
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Install the Software 
 

Before beginning the software installation, make sure you:  

• Are connected to the internet. An internet connection is required to 
download and install any necessary third-party software, and to activate  
your license key. 

• Have Administrator privileges on your Windows client.  

1. Right-click the SecureDocs Local Service.exe file provided by TROY and 
select Run as administrator to launch the setup wizard. The Welcome to 
the Prerequisites Setup Wizard dialog box displays.  

2. Click Next. The End User License Agreement dialog box displays. 

3. Read the License Agreement, select I accept the terms in the License 
Agreement, and click Next.  

 

If prerequisite software is required, it is selected by 
default in the Prerequisites dialog box. Click Next to 
download the software, then follow the instructions to 
install it, including agreeing to any licensing agreements.  

Ghostscript software is typically not present on users’ 
PCs. Follow the instructions to install it.  

 

 

 

 

 

 

 

 

When you reach the Completing GPL 
Ghostscript Setup dialog box, make sure to: 

a. Select Generate cidfmap for Windows CJK 
TrueType fonts. 

b. Deselect Show Readme. 

c. Click Finish. 
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4. The Welcome to the SecureDocs Local Service Setup Wizard dialog box 
displays. Click Next to launch the installer. Follow the onscreen instructions 
to install it, including agreeing to any licensing agreements.  

If you receive an alert from Windows Security asking if you want to install 
Artifex Software Inc. Printers, make sure Always trust software from 
“Artifex Software Inc.” is selected and click Install.  

5. By default, SecureDocs installs in the C:\Program Files 
(x86)\TROYGroup\SecureDocs Local Service\Print Processor Service 
folder. If desired, click Browse Computer to select a different folder. Click 
Save.  

6. When requested to do so, enter the Product Key provided by TROY and 
click Activate to complete the installation. Key shared with link.  

 

SecureDocs is installed. 

SecureDocs Local Service Configurator appears in your Windows Start 
menu and on your desktop.  

7. In the SecureDocs landing screen, click the 
notification icon  and click Restart.  

 

 

 

 

The Service screen opens and displays a 
message “Restarting service…”. 

 

 

8. Wait until the message in the Service screen 
displays “Service was restarted.” 

 

For 32-bit Windows users 

You must replace the SumatraPDF.exe file at C:\Program Files (x86)\ 
TROYGroup\SecureDocs Local Service\Print Processor Service\Resources. 
Contact support for more information and to obtain the file. 

Now you’re ready to start designing security templates. 

Important 
The Product Key is usable only 
once. If you experience any 
activation issues, and the key 
provided fails, please contact 
TROY for a new product key.  

To activate your license, make 
sure you are connected to the 
internet. 

If you are unable to connect to 
the internet, contact support for 
offline activation. You will need to 
provide your Machine Key and 
Product Key.  

Need help?  
Support and FAQ 
www.troygroup.com/support/ 
securedocs-sentry  

Contact TROY  
www.troygroup.com/contact   

technicalsupport@troygroup.com 

+1-304-232-0899  

 

http://www.troygroup.com/support/securedocs-sentry
http://www.troygroup.com/support/securedocs-sentry
http://www.troygroup.com/contact
mailto:technicalsupport@troygroup.com
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Navigate the SecureDocs Landing Screen 
 

The SecureDocs landing screen provides access to all SecureDocs 
information, features, and capabilities.  

 

SecureDocs menu 
Lets you select options to 
create Security Templates 
and Print Agents, and 
provides access to screens 
related to Service, License, 
and Security Key. For details 
about these screens, go to 
page 10. 

Security Templates tab 
Includes a list of available 
templates. If none have been 
created yet, the screen 
displays three links to create 
or import one. For details, 
see Create Templates on 
page 11. 

Print Agents tab 
Includes a list of available 
Print Agents. If none have 
been set up, the screen 
displays a link to add one. 
For details, see Print Agents 
on page 31. 

Notification icon 
Appears when a service 
restart is required. 

 

 

After any modifications to functionality within the Security Templates or 
Print Agents tabs, make sure to click the notification icon  to restart the 
service and apply the update(s). 
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Information Screens  
The SecureDocs menu button lets you select options to create Security 
Templates and Print Agents, and provides access to the screens described 
on this page. 

Service  
• Start, Stop, or Restart the Local 

Service (application). 

• View the status of the Local 
Service (e.g., Running, Restarting 
Service …, Service was restarted). 

• View the Installation Location. 

• Open and view the App Logs File, 
Print Logs Folder, or Service Logs 
Folder, to troubleshoot issues. 

License 
• View Company Name and 

Company ID related to the license. 

• Locate the number of Print Agents 
allowed under the License 
Agreement. 

• Update License button 

Please contact your TROY sales 
representative when it’s time to 
renew your license 

Security Key  
The software’s generated QR code is 
displayed for SecureMark 
authentication with the SecureDocs 
Mobile app. For more information, 
see the SecureDocs Mobile App on 
page 27.  

 

 

 

 

About SecureDocs 
Displays software version information 
and the End-User License 
Agreement.  

 

SecureDocs menu 
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Create Templates 
Choose the Right Security Template 

Security Templates contain defined security features (such as watermarks, 
TROYMarks, or barcodes) that are applied to PDFs printed via a SecureDocs 
Print Agent at print time. 

You can create a new template, create a template from an existing file, or you 
can import a template. The most common method is to create a template from 
an existing file.  

Actions and settings are available  
by clicking the menu button at the  
top, left corner of the screen.  

From the landing screen, a 
button reads SecureDocs and from  
Security Designer a button shows  
the name of the current template.  

Create a New Template 
You can create blank templates to add static elements to a document, such as 
text or a logo or other image.  

1. Click the menu button and select Create Blank Template from the 
dropdown.  

2. Click the menu button and select Rename Template. The Template Name 
screen displays. 

3. Type a new name for the template and click Apply. 

4. Use the tools on the left side of the screen to add security elements, which 
are discussed in Add Security Elements on page 19. 

After every modification, make sure to click Save Changes.  

5. After the template is designed, click the menu button and select Exit. 

6. In the SecureDocs landing screen, click the notification icon  and click 
Restart. The Service screen opens and displays the “Restarting service…” 
message. 

7. Wait until the message in the Service screen displays “Service was 
restarted.” Your Template is now available and displays in the Security 
Templates tab. 

  

Main screen 
menu button 

Security Designer 
menu button 
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Create a Template From an Existing File  
1. Click the menu button and select Create Template From File from the 

dropdown.  

Only PDF files can be imported to the Security Designer tool. The 
document dimensions of the PDF should match the target secure 
document (if you will print an A4-size secure document, make sure your 
PDF is A4 size).  

2. Browse to the PDF file on your PC and open it. The Security Designer 
screen launches, displaying your document. 

3. Click the menu button and select Rename Template. The Template Name 
screen displays. 

4. Enter a unique name for the template and click Apply. 

After every modification, make sure to click Save Changes.  

5. Use the tools on the left side of the screen to add security elements, which 
are discussed in Add Security Elements on page 19. 

6. After the template is designed, click the dropdown next to Template Name 
and select Exit. 

7. In the SecureDocs landing screen, click the notification icon  and click 
Restart. The Service screen opens and displays the “Restarting service…” 
message. 

8. Wait until the message in the Service screen displays “Service was 
restarted.”  

Your Template is now available and displays in the Security Templates tab. 

Import Template 
This feature allows you to import templates saved as JSON files. To export 
templates, please contact TROY customer support.  
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Clone a Template 
When you want to create a similar Template to an existing Template, use the 
Clone option. Then you can add or remove Security Elements as needed to 
create a new template. 

1. From the SecureDocs > Security Templates tab, click Options next to the 
template you want to clone. 

2. Click Clone. A New Template screen displays. 

3. Type the name of the new Template and click Clone. The cloned template 
is added to the Security Templates tab. 

4. Click the Open in Designer button next to the cloned template. The 
Template opens in the Security Designer screen. 

5. Use the tools on the left side of the screen to add or remove security 
elements, which are discussed in Add Security Elements on page 19. 

After every modification, make sure to click Save Changes.  

6. After the template is designed, click the menu button and select Exit. 

7. In the SecureDocs landing screen, click the notification icon  and click 
Restart. The Service screen opens and displays the “Restarting service…” 
message. 

8. Wait until the message in the Service screen displays “Service was 
restarted.”  

Your Template is now available and displays in the Security Templates tab. 
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Template Settings  
You can adjust template settings by clicking the menu button and selecting 
Document Setup.  

Single or multiple-page templates offer the same security capabilities. For 
example, you can capture data from one page and incorporate it into a security 
feature on another page. For more information, see Data Capture on page 19.  

 

Page size 
Adjust the size of your template. The 
template size must match the size of your 
secure document—sizes are in points 

Repeat 
If you have a multiple-page file with the 
same document repeated on each page, 
select this option to apply the security 
features to each page 

Tray 
Choose a specific input tray, such as a tray 
stocked with security paper 

Print on back 
Print security features on the back of a 
page (this requires a printer with duplex 
functionality) 

Document-Level Serialization 
Select this option to generate a unique serial 
number for each document/page (cannot be 
used with Repeat, described above) 

Duplex 
Choose from standard duplexing options 
to match the duplex options for your 
secure document  
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Getting Started with Security Designer 
Using the Left Panel in Security Designer 

The Security Designer screen is used to add security features 
(such as watermarks, barcodes, signatures, etc.) to templates.  

When a document is ready to be printed, it is associated with a 
specific template. The template applies the security elements to 
the document as defined.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Left panel tools 

From the left panel, you see the following tools:  

       

Protect Settings Watermarks Signatures 
Authentication 
and Tracking Text Data Capture Anti-Fraud 

Apply security 
settings to the 
PDF file to 
restrict access, 
editing, printing, 
etc. 

Add static or 
dynamic text and 
images, including 
the TROYMark, 
to documents at 
printing 

Type, draw, or 
upload a 
signature image 

Input barcodes, 
QR codes, and 
intelligent 
SecureMark 
codes 

Add text to a 
document or 
redact areas 

Capture text and 
images from the 
document and 
use it to 
dynamically 
incorporate 
security features 

Implement 
features like 
microprinting, 
background 
patterns that 
minimize the risk 
of reproduction 

 

  

Save 
button  Left panel Right panel 

Template design area 
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Click the following buttons to open flyout menus for access to design tools. The 
descriptions given are to the tools’ default states, but most tools can be 
extensively customized, which is detailed in Add Security Elements on page 19. 

Watermarks 

 
Watermark Image TROYMark UV Image 
Apply a word, such as 
“Confidential,” or a short phrase 
diagonally across the document 

Add a static or dynamic image  Add static and dynamic text 
elements as small, diagonal 
rows of text 

Add a static or dynamic image 
using UV ink in combination with 
a TROYSecure UV printer 

Authentication and Tracking 

 
Serial Code QR Code Barcode SecureMark 
Add a barcode containing the 
serial number  

Add a QR code containing static 
and dynamic document data  

Add a barcode containing static 
and dynamic document data 

Add an encrypted QR code 
containing static and dynamic 
document data that can be read 
only with the SecureDocs 
Mobile app 

Text 

 
Text Redaction 
Add static or dynamic text  Redact areas of a document with 

a black box 

Data Capture 

 
Text Image PrintMatch 
Capture text and use it to 
dynamically incorporate security 
features 

Capture images and use them to 
dynamically incorporate security 
features 

Capture defined text and add 
rules to match your secure 
document with the appropriate 
template 

Anti-Fraud 

 
MicroPrint MicroPrint Border Security Background Warning Box 
Add a line of text at a very small 
font size with static and dynamic 
data 

Add a box of text at a very small 
font size with static and dynamic 
data 

Add a pattern that cannot be 
accurately photocopied 

Add a warning box listing all or a 
selection of the deployed security 
features 
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Right panel controls 
Properties tab  Layers tab  Pages tab  

 

 
 
Adjust 
properties of a 
security 
feature, based 
on the feature’s 
capabilities.  
Add static and 
dynamic text 
and data 
watermarks, 
barcodes, QR 
codes, and 
other security 
features. Adjust 
positioning, 
background or 
foreground 
imaging, and 
type 
parameters.  

 

 
 
Select, reorder, 
lock/unlock, 
and show/hide 
security 
elements.  
Layers are 
grouped into 
security 
features in the 
foreground and 
background, 
and data 
capture 
elements.  
 

 

 
 
Shows pages 
in your 
template and 
allows you to 
jump to a 
selected page 
and reorder 
pages. 

 

 

 

 

 
 

Color and UV selection 
For many security features, the Properties tab displays a color 
selection box next to the paintbrush. This control lets you 
choose a color for your selected security feature, which can 
be text, a QR code or a barcode.  

You can also choose to print with Secure UV ink (available 
with select TROY printers only, for more information go to 
TROY UV Output).  

Print with Secure UV ink 

1. Click the yellow square (bottom of palette) to make the 
text invisible (except to UV light) when printed on the 
TROY UV printer. 

2. Click and drag the scroll bar under the color palette to the 
left until the opacity number (box A) is 40. 

It is recommended to adjust the opacity to 40%. This is 
sufficient to be seen under UV light but will reduce the 
amount of ink consumed and avoid traces on the paper in 
normal light. 

Lock/unlock control  
Elements cannot be 
selected or changed 
when locked, helping 
you avoid unintentionally 
changing security 
features  
 

Show/hide control 
Hiding security features—
such as watermarks across 
a document—can give you 
a clear view of your 
workspace 

 

Layer control  
Select items and drag 
them forward and 
backward in layer order 
 

Color selector 
Change the color of 
the selected feature 

Secure UV  
Output the selected 
feature using Secure 
UV ink 
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Security Designer Button  
Click to access the dropdown menu—
hotkeys (e.g., Ctrl+Z for Undo) are 
shown for frequently used commands  
 

 

 

 

 

 

 

 

 

 

Cut, Copy, Paste, and Duplicate 
You can use these commands to cut, copy, 
paste, and duplicate security elements 

The copy and paste feature can be used to copy 
a security feature from one page to another 

Rename Template 
Choose a unique name for your template. The name 
will appear as the Security Designer menu button 

Show Advanced Code  
For advanced users: view and change the code for 
your security template 

Document Setup 
Set template parameters—for more information, see 
Template Settings on page 14 
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Add Security Elements 
Using Security Designer 

Data Capture 
TROY SecureDocs Sentry lets you capture an image or text from a 
document and dynamically incorporate it into the document 
security features. If you plan to use dynamically incorporated items 
in your template design, they must first be defined using the data 
capture tools. 

Text capture 
To capture text from your document: 

1. With the template opened in the Security Designer screen, 
click the Data Capture tool, then select Text. A text box 
displays on the template.  

2. Position the text box on the area of the document you want to 
capture (e.g., a Last Name field). Resize the text box to fit the 
size of the field.  

3. Go to Properties in the right panel and under General Settings, 
type a name for the text capture (e.g., Last Name).  

After every modification, make sure to click Save Changes.  

 

Text capture properties 
The panel on the right side of the screen displays 
options for capturing and defining text.  

Text capture Pattern Matching 
The Pattern Matching feature enables you to capture 
text within leading (text before capture target) and 
trailing (text after capture target) values. This is useful 
when the text you want to capture is set within a 
paragraph or string or text that will not always be in 
exactly the same location in each document.  

 

  

Size / Position 
Input values or 
choose to capture 
the whole page  
 

Name 
Define name  
(must contain letter 
characters) 

Pattern Matching  
Capture text 
between Leading 
and Trailing text 
values within a large 
capture area 

For an overview of the security tools (left 
panel) and the security element options 
(right side of the screen), see Getting 
Started with Security Designer on page 
15. 

 

Choose easily identifiable names for your 
data capture fields—such as “Last Name” 
for a last name field. Captured elements 
are identified by the supplied name and 
used for dynamically generated security 
features.  

The name must also contain at least one 
letter character to avoid print errors.  

Position the text box on the area of the 
document you want to capture  
 

Important 
To use data capture features, your 
document must be an electronically 
generated print file with text and image 
information SecureDocs can extract.  

Scanned documents and other images 
are not compatible with the data 
capture features.  
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Image capture 
To capture an image from your document.  

4. Click the Data Capture tool and Image to capture an image on 
the template. 

5. Position and resize the Image box over the image. 

6. In the Properties tab > General Settings, name it (e.g., ID Photo). 

7. Click Save Changes.  

PrintMatch capture 
PrintMatch lets you capture data that instructs the Print Agent to 
associate the right Security Template with the document you’re 
printing.  

If you have multiple Security Templates associated with a single 
Print Agent, you must use PrintMatch to indicate the Security 
Template with which your document is associated.  

Make sure your Security Template dimensions match the target 
secure document (if you will print an A4-size secure document, 
make sure your Security Template is A4 size).  

Follow these steps to add PrintMatch-captured data to a template: 

1. From the SecureDocs > Security Templates tab, select the 
template and click Open in Designer. The Security Designer 
screen opens. 

2. Click Data Capture > PrintMatch. A PrintMatch box displays on 
the template. 

3. Position the PrintMatch box over content unique to that 
document. In our example, we use “Level-3,” because this text 
is unique to this document at this location.   

The text captured should be static, unique to the document, 
and appear at the same location on every document.  

4. Go to Properties > Edit Match Rules. The Match Rules screen 
displays. 

5. Click the dropdown and select one of the following options:  

• Contains: The captured area contains the specified text but 
may contain other characters. 

• Does Not Contain: The captured area does not contain the 
specified text. 

• Exact: The captured area contains the specified text and 
does not contain any other characters. 

6. In the text field, type the condition text (e.g., “Level-3”) and 
click Add. 

After every modification, make sure to click Save Changes.  



Add Security Elements 21 Go to What Goes into a Secure Document? 

7. Click the template name and click Exit. 
 

8. In the SecureDocs landing screen, click the notification icon 
 and click Restart. The Service screen opens and displays 

the “Restarting service…” message. 

9. Wait until the message in the Service screen displays “Service 
was restarted.” 

10. Choose the Print Agent associated with your 
document and click Print. SecureDocs detects the 
PrintMatch content (e.g., Level-3) and uses the 
appropriate Security Template. 

If you try to print a document that does not feature 
the PrintMatch content to a Print Agent that has 
multiple Security Templates associated with it, the 
document will not print. 

 

 

 

 

 

 

 

Protect Settings 
Use this tool to set protections for PDF versions of the 
document.  

1. Click the Protect Settings tool. The Protect Settings 
window displays. 

2. The window has two tabs, Document Open and 
Permissions: 

Document Open lets you set a password to open the 
document and encrypt the contents.  

Permissions lets you define actions you want to allow 
or disallow (e.g., Commenting, Copying of 
text/images, etc.). 

3. Click Apply. 

After every modification, make sure to click 
Save Changes.  
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Watermark 

Add a Watermark 

1. Click the Watermark tool. 

2. Select Watermark. The word Confidential is added by default.  

3. To change the content of the watermark, click the watermark 
to select it, go to Properties > Text Properties and click Edit 
Text. The Template Text window displays. 

4. Use any combination of these three options to define the 
Watermark content: 

Text field: Enter the static text you want to display (e.g., 
Original). 

Captured Text: Click dropdown and select captured text 
values (e.g., Last name, First name). 

Job Metadata: Click dropdown and select document metadata 
(e.g., Date/Time Local, Serial Number, etc.). 

After every modification, make sure to click Save Changes.  

 

 

 

 

  

Watermark 
Use the slider to 
change the content 
rotation  
 

Text Properties 
Click to edit static 
and dynamic text 

Typography 
Change font type, 
color (see Color and 
UV selection on 
page 17), size, line 
spacing, and 
capitalization 

Size / Position 
Input values or 
choose to fill the 
whole page  

Set the content in 
the background or 
foreground 
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Add a TROYMark  

1. Click the Watermark tool. 

2. Click TROYMark. Default TROYMark text is added to the 
document. 

3. Adjust size and position of the textbox.  

4. To change the content of the TROYMark, click the TROYMark 
to select it, go to Properties > Text Properties and click Edit 
Text. The Template Text window displays. 

5. Use any combination of these three options to define the 
TROYMark content: 

Text field: Enter the static text you want to display  
(e.g., Original). 

Captured Text: Click dropdown and select captured text 
values (e.g., Last name, First name). 

Job Metadata: Click dropdown and select document metadata 
(e.g., Date/Time Local, Serial Number, etc.). 

After every modification, make sure to click Save Changes.  

6. To change the appearance of the TROYMark, click to select it. 

7. Go to Properties > Typography and select the options you 
want to apply (font type, font size, text spacing). 

8. Click the color selection box next to the paintbrush and select 
the color you want to apply to the text. For more information 
on font colors and UV ink, Color and UV selection on page 17).  

9. To define an area on the template where the TROYMark will 
not appear, go to Properties > Typography and click Add 
Exclusion Region. An exclusion box displays on the template. 

10. Position and resize the exclusion text box as needed. You can 
add additional exclusion regions if necessary.  

After every modification, make sure to click Save Changes.  

 

 

 

 

  

Text Properties 
Click to edit static 
and dynamic text 

Typography 
Change font type, 
color (see Color and 
UV selection on 
page 17), size, line 
spacing, and 
capitalization 

Size / Position 
Input values or 
choose to fill the 
whole page  

Set the content in 
the background or 
foreground 

Exclusion Region 
Define areas  
where the TROYMark 
will not appear 

Filter 
Choose to print 
using UV features, 
as supported by 
your printer—for 
more information, 
see TROY UV 
Output on page 5 
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Add an Image 
A static or dynamic image, such as a photo, seal, or logo, is 
applied to the document. 

1. Click the Watermark tool. 

2. Select Image. An image box displays. 

3. Go to Properties > Image Properties. 

Use a static image 
a. Click Upload Image. The Upload Image window displays. 

b. Click Browse Computer and select the image you want to 
insert. The image must be in JPG or PNG format.  

Use a dynamic image 
a. Click the Image dropdown.  

b. Select a Capture image field (e.g., “ID_photo”). 

4. Position and resize the image box. 

5. Go to Properties > Image Properties to make other 
adjustments (e.g., adjust opacity, change it to Grayscale, rotate 
the image). 

After every modification, make sure to click Save Changes.  

 

 

Add a UV image 
A static or dynamic image, such as a photo, seal, or logo, is 
applied to the document in UV ink. 

1. Click the Watermark tool. 

2. Select UV Image. A yellow-filled image box displays. 

3. Go to Properties > Image Properties and add a static or 
dynamic image (see step 3, under Add an Image above).  

4. Position and resize the image box. 

5. Select filter based on your installed TROY UV print supply. For 
more information, see TROY UV Output on page 5. 

After every modification, make sure to click Save Changes.  

Image Properties 
Choose to upload an 
image from your PC 
or use an image you 
have set for capture 

You can make the 
image grayscale, 
adjust the opacity, 
and rotate the image 

Size / Position 
Input values or 
choose to use the 
image’s native size  

Set the content in 
the background or 
foreground 
 

Upload a static 
image 

Choose a Capture 
image field 

UV Image 
Properties 
Choose to upload an 
image from your PC 
or use an image you 
have set for capture 

Change the opacity 
and image rotation 

Filter 
Choose to print 
using UV features, 
as supported by 
your printer—for 
more information, 
see TROY UV 
output on page 5 
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Signature 
Use this tool to add a signature to the template. 

1. Click the Signature tool. The Signature window 
displays. There are three methods to add a 
signature:  

• Click Type to key a signature using your 
keyboard. It will be displayed as handwritten 
text, as in the example at right. 

• Click Draw to create a signature using a 
touchscreen, trackpad, or your mouse.  

• Click Image to upload a signature image into 
the template. 

2. Click Sign. A signature box displays on the 
template. 

3. Position and resize the signature box as needed. 

After every modification, make sure to click  
Save Changes.  
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Authentication and Tracking 

Add a Serial Code 

1. Click the Authentication and Tracking tool.  

2. Select Serial code. A barcode with the document’s serial 
number displays. 

3. Resize and position the Serial Code as desired.  

After every modification, make sure to click Save Changes.  

 

 

 

 

 

 

 

Add a QR code or Barcode 

4. Click the Authentication and Tracking tool. 

5. Select QR code or Barcode. The code displays.  

6. Resize and position the code as desired.  

7. To change the content of the code, go to Properties and click 
Edit Text. The Template Text window displays. 

Make sure to enter content into the QR or barcode. If the code 
is left blank, the document will not print.  

8. Use any combination of these three options: 

Text field: Enter the static text you want to display  
(e.g., Original). 

Captured Text: Click dropdown and select captured text 
values (e.g., Last name, First name). 

Job Metadata: Click dropdown and select document metadata 
(e.g., Date/Time Local, Serial Number, etc.). 

After every modification, make sure to click Save Changes.  

Size / Position 
Input values  

 

Text Properties 
Click to edit static 
and dynamic text 
and set code and 
background color  

Serial Code 
Choose horizontal 
(default) or vertical 
orientation, include 
the document page 
number, and set 
code and 
background color 

Size / Position 
Input values  
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Add a SecureMark 
Apply a SecureMark to your template to generate an encrypted QR 
code that can be read only with a SecureDocs Mobile app that has 
been linked to the instance of SecureDocs that generated the template.  

1. Click the Authentication and Tracking tool. 

2. Select SecureMark. An encrypted QR code displays on the template. 

3. Resize and position the SecureMark as desired.  

4. To change the content included in the encrypted QR code, go 
to Properties > Text Properties and click Edit Text. The 
Template Text window displays. 

Content must be entered into the QR or barcode. If the code is 
left blank, the document will not print.  

5. In the Text field, type a label and then click the Captured Text 
or Job Metadata dropdown. 

6. Select the desired field (e.g., “Last Name”). The field appears 
in the text area in curly brackets.  

After every modification, make sure to click Save Changes.  

SecureDocs Mobile App 
To decrypt and read the SecureMark QR code, you need to download the 
SecureDocs Mobile app, which is available for iOS and Android. You must 
then associate the app with your SecureDocs license using the Security Key.   

The app asks to scan the Security Key. Each Security Key is unique to a 
single licensed version of SecureDocs. The Security Key can be found by 
clicking the SecureDocs menu and selecting Security Key. Multiple security 
keys can be linked to a single instance of the SecureDocs Mobile app.  
For more information, see Security Key on page 10.  
 

 

 

  

Use the Mobile app to 
scan the Security Key on 
your PC 

Scan the SecureMark in 
your printed document 

Download and install the SecureDocs Mobile 
app on your Android or iOS mobile device  

Verify the returned 
SecureMark data against 
the printed output 

Type a text label 

Select a text field 

Make sure to enter a label for each text item, 
so that you can easily verify the information 
generated by the SecureMark. 

Invalid or unlinked 
SecureMark QR codes 
return an error 
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Text 

Add static Text 
Use this tool to add text to the template. For example, you might 
want to add “Scan code to verify” or some other instruction or 
comment. 

1. Click the Text tool. 

2. Select Text. A text box displays on the template. 

3. Go to Properties > Text Properties and click Edit Text. The 
Template Text window displays. Use any combination of these 
three options: 

Text field: Enter static text. 

Captured Text: Click dropdown and select captured text 
values (e.g., Last name, First name). 

Job Metadata: Click dropdown and select document metadata 
(e.g., Date/Time Local, Serial Number, etc.). 

After every modification, make sure to click Save Changes.  

Redact document areas  
Add a black box that covers document information.  

1. Click the Text tool. 

2. Select Redaction. A black box displays on the template. 

3. Resize and position the box over the information you wish to 
cover.  

After every modification, make sure to click Save Changes.  

  

Text Properties 
Click to edit static 
and dynamic text 

Typography 
Change font type, 
color (see Color and 
UV selection on 
page 17), size, line 
spacing, and 
capitalization 

Text Container 
Rotate, set 
background color 
(including 
transparent) and 
border color and 
size 
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Anti-Fraud 
Use this tool to add security features like a MicroPrint Tag, 
MicroPrint Border, Security Background, or Warning Box.  

Add MicroPrint text  
Original printed MicroPrint text can be read under magnification, 
but is not legible when photocopied.  

1. Click the Anti-Fraud tool. 

2. Click MicroPrint. A box with the text MP in the bottom left 
corner appears.  

3. Go to Properties > Text Properties and click Edit Text. The 
Template Text window displays.  

4. Use any combination of these three options to define the 
MicroPrint text: 

Text field: Enter static text. 

Captured Text: Click dropdown and select captured text 
values (e.g., Last name, First name). 

Job Metadata: Click dropdown and select document metadata 
(e.g., Date/Time Local, Serial Number, etc.). 

5. Make any other desired changes to the MicroPrint text and 
position and resize it as desired.  

After every modification, make sure to click Save Changes.  

Add a MicroPrint Border 
Original printed MicroPrint text can read under magnification, but is 
not legible when photocopied.  

1. Click the Anti-Fraud tool. 

2. Click MicroPrint Border. A box with the text MP at the top right 
corner and the word microprint running around the border of 
the box appears.  

3. Go to Properties > MicroPrint Border and click Edit Text. The 
Template Text window displays.  

4. Use any combination of these three options to define the 
MicroPrint text: 

Text field: Enter static text. 

Captured Text: Click dropdown and select captured text 
values (e.g., Last name, First name). 

Job Metadata: Click dropdown and select document metadata 
(e.g., Date/Time Local, Serial Number, etc.). 

5. Make any other desired changes to the MicroPrint text and 
position and resize it as desired.  

After every modification, make sure to click Save Changes.  

Text Properties 
Click to edit static 
and dynamic text 

Typography 
Change font type, 
color (see Color and 
UV selection on 
page 17), size 
(minimum is 0.5, 
maximum is 4.0) 

MicroPrint Tag 
Easily locate 
MicroPrint text with 
the letters MP or add 
custom text, place 
the tag at the right or 
left of the box and 
resize the text 

MicroPrint Border 
Click to edit static 
and dynamic text 

Typography 
Change font type, 
color (see Color and 
UV selection on 
page 17), size 
(minimum is 0.5, 
maximum is 4.0) 
adjust border margin 
and padding  

MicroPrint Tag 
Easily locate 
MicroPrint text with 
the letters MP or add 
custom text, place 
the tag at the right or 
left of the box and 
resize the text 
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Add a Security Background 
Add a Security Background to protect against photocopying and 
reading content from the other side of a page.  

1. Click the Anti-Fraud tool. 

2. Select Security Background. A box with an interference 
pattern appears.  

3. Position and resize the Security Background as desired, or set 
it to cover the whole page.  

4. To define an area on the template where the Security 
Background is excluded, go to Properties > Security 
Background and click Add Exclusion Region. An exclusion 
box displays on the template. 

5. Position and resize the exclusion text box as needed. You can 
add additional exclusion regions if necessary.  

After every modification, make sure to click Save Changes.  

 

 

 

Add a Warning Box  
A Warning Box contains a list of all the Anti-Fraud security features 
included in the document to discourage fraud.  

1. Click the Anti-Fraud tool. A Warning box displays on the 
template. 

2. Position and resize the Warning Box as desired.  

3. To change the text of a security feature in the Warning Box, go 
to Properties > Warning Box Properties and click Edit. A 
message window for that feature displays. 

4. In the Message field, type the text you want to display. 

5. Click Save. 

After every modification, make sure to click Save Changes.  

 

After you have added all the Security Elements you want in the 
template and saved your changes, exit the template and restart 
the Local Service to update the template in the Security  
Templates tab. 

Security Background 
Choose from 20 
standard patterns, 
adjust background 
and foreground sizes, 
and add exclusion 
regions 

MicroPrint Border 
Add a MicroPrint 
Border (see Add a 
MicroPrint Border on 
page 29 

Size / Position 
Input values or 
choose to fill the 
whole page  

Set the content in 
the background or 
foreground 
 

Properties 
Show or hide 
warnings and edit 
individual warning 
text  
 

Border 
Add a border 
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Print Agents 
 

You can create a Print Agent to output the document (with its 
associated template) to a selected printer.  

After every modification in the Print Agents tab, restart the Local 
Service to apply the update (see instructions below). 

Add a Print Agent 
Follow these steps to add your first Print Agent:  

1. From the SecureDocs landing screen, 
click the Print Agents tab. 

2. Click Add a Print Agent.  

The Add Print Agent window displays. 

 

 

 

3. In the Name field, type a name for the 
Print Agent (e.g., ABC_Secure_Printer). 

4. In the File Output field, add a 
folder path for PDF copies  
(e.g., c:\output\archive).  

5. In the Printer field, select the associated 
output printer.  

The printer must output the same size paper 
used in the associated Security Template.  

6. In the Template(s) field, select one or 
multiple Security Templates to 
associate with the Print Agent. 

You must use PrintMatch to assign multiple 
templates to a Print Agent. When it’s time to 
print your document, SecureDocs selects 
the appropriate Security Template based on 
PrintMatch-captured data. For instructions on 
how to use PrintMatch, see PrintMatch 
capture on page 20. 

7. Click Save. The Print Agent is added  
to the Print Agents tab on the SecureDocs screen. 
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8. Restart the Local Service: 

• Click the notification icon  in the top right corner of the 
SecureDocs landing screen and click Restart. The Service 
screen opens and displays the “Restarting service…” 
message. 

OR 

• From the SecureDocs landing screen, click the 
SecureDocs menu dropdown, click Service, and click 
Restart. The “Restarting service…” message displays. 

9. Wait until the message in the Service screen 
displays “Service was restarted.” 

10. Click the Print Agents tab. The Print Agent 
displays along with its associated Security 
Templates, PDF copy location, and printer.  

11. Go to Windows Settings > Devices, to verify 
that the Print Agent has been added as a 
Printer. 

12. Click Devices and printers. The Print Agent 
named ABC_Secure_Printer, for example, 
shows up in your list of available printers. 

If you want to add an additional Print Agent, 
go to the SecureDocs landing screen, click 
the SecureDocs menu, and select Add 
Print Agent. 

 

 

 

 

 

 

 

 

 

 

 

  

PDF 
Storage  
 

Physical 
Printer 

Associated 
Security 
Templates 
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Printer Setup 
You can set up your Secure printer with specific print properties as 
needed. 

1. Go to Windows Settings > Devices. 

2. Click Devices and printers. 

3. Right-click the Secure printer and select Printing preferences. 

4. In the Printing preferences window, click the Advanced 
button. 

5. In the Ghostscript PDF Advanced Options window, adjust 
settings as needed.  

The document you’re printing, the Security Template, and the 
printer must all align.  

For example, the printer may be set to Letter paper, while the 
document and Security Template both use the A4 size. You 
can change this in the Ghostscript PDF Advanced Options 
window under Paper/Output. Click the dropdown and 
select A4. 

 

 

 

Print a Document 
For the end user, printing a secure document with 
applied TROY SecureDocs Sentry features is no 
different than printing any other document.  

1. Open the document associated with the 
Security Template you want to print. 

2. Click Print. 

3. In the Print options box, select the Print Agent 
(e.g., ABC_Secure_Printer). 

4. Verify or change any other print properties.  

The document you’re printing must have a 
Security Template designed specifically for 
that document. Paper size, orientation, etc., 
must all match.  

5. Click Print. The document prints to the printer 
defined in the Print Agent and—depending on 
the configuration, if set up in the Print Agent, 
a PDF copy is saved to the Output folder 
location. 

 

Important 
To use data capture features, your document must be an 
electronically generated print file with text and image 
information SecureDocs can extract.  

Scanned documents and images are not compatible with the 
data capture features.  
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Troubleshooting 
 

The following pages describe common issues. If you do not see the issue you are experiencing 
below, please contact TROY customer service. When you contact TROY, please be prepared to 
provide the latest Apps Log File and the latest Service Logs File. You can access the files from 
the Service screen. For more information on the Service screen, see Service on page 10.  

Installation  
Issue  Resolution 
Installation failed. An error message like the 
following displays:  

 

Check to make sure you have Administrator privileges. If not, contact IT to enable 
Administrator privileges on your Windows client.  
 

Installation failed. No SecureDocs Local 
Service Configurator on the desktop. 

Run as administrator may not have been selected at install. Begin the installation 
process again. Make sure to right-click the installer and select Run as administrator. 
For detailed installation instructions, see Install the Software on page 7. 

Service and Licensing  
Issue  Resolution 
When restarting the Local service, you may 
receive an error, such as Net helpdesk error. 

The service may not have been restarted after installation. 
1. Click Search in Windows and type in Services.  
2. Click the Services app. The Services screen displays.  
3. Scroll down to SecureDocs Local Service and double-click it.  
4. Click the Log On tab from the service dialog.  
5. Select This account:  
6. Enter your Windows credentials (the user name and password you use to log in to 

your Windows client) and click OK.  
7. Restart your computer.  
8. After your computer restarts, open SecureDocs Sentry.  
9. Click the SecureDocs menu and select Service (see Service on page 10).  
10. Click Restart.  
11. If the “Service was restarted” message displays, the restart was successful. If you 

continue to receive an error, please contact TROY customer support.  

The service does not restart. 1. Click the SecureDocs menu and select License (see License on page 10).  
2. Check the date in the Expires field. If your license has expired, contact TROY 

customer support.   

You receive an error mentioning “secret key,” 
like the following:  

 

You need a new license. Contact TROY customer support to generate a new license 
key.  

You cannot add a print agent.  You may have exceeded your number of allowed Print Agents.  
1. Click the SecureDocs menu and select License (see License on page 10).  
2. Check the number of available licenses in the Print Agent field.  
If the number of available Print Agents on the license screen is greater or equal to the 
number you are attempting to create, contact TROY customer support.  
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SecureDocs Designer and Output Issues 
Issue  Resolution 
Secure UV ink leaves a visible trace.  Adjust the print opacity to around 40%. For more information, see Color and UV 

selection on page 17.  

Security elements do not appear at the 
intended location on the printed document.  

Make sure the document you are printing is the same size as the Security Template. 
For template setup instructions, see Create a Template From an Existing File on 
page 12. 

SecureDocs Mobile App Issues 
Issue  Resolution 
App cannot read encrypted QR code.  The SecureDocs Mobile App may not be able to read SecureMark QR codes that 

contain a lot of data and/or are too small on the page. To resolve the issue:  
• Increase the size of the SecureMark on the page. 
• Remove data items from the SecureMark.  
For more information, see Add a SecureMark on page 27. 

The app returns the message “Invalid Scan 
Attempt” 

This may be the normal and desired behavior. Make sure:  
• Your SecureDocs Mobile app is linked to the version of SecureDocs that created the 

Security Template applied to your printed document.  
• The document you are verifying has not been tampered with.  
For more information, see Add a SecureMark and SecureDocs Mobile App on 
page 27.  
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Frequently Asked Questions 
 

Why Isn’t My Document Printing? 
Follow the instructions at Print a Document on page 33. If your document still does 
not print, check to see if one of the topics below applies: 

Wrong printer or printer issue 
Verify the location of the printer defined by the Print Agent. Make sure it is turned 
on and ready to print.  

Document not assigned to a Print Agent  
Check to see if you have multiple Security Templates associated with your Print 
Agent. If so, you must use PrintMatch to instruct SecureDocs which Security 
Template to use with the document you are printing. For more information, see Add 
a Print Agent on page 31 and PrintMatch capture on page 20. 

Document size does not match Security Template or improperly positioned 
PrintMatch capture field 
Check to see whether a PrintMatch capture field is being used. Make sure:  

• The capture area is properly positioned for the print document. For detailed 
instructions, see PrintMatch capture on page 20. 

• The document you are printing is the same size as the Security Template. For 
template setup instructions, see Create a Template From an Existing File on 
page 12. 

Data errors in QR code or SecureMark 
If you have a QR code or SecureMark on your document:  

• Make sure the QR code or SecureMark contains some data. See Add a QR code 
or Barcode on page 26 or Add a SecureMark on page 27. 

• Click the SecureDocs menu and select License (see License on page 10). Make 
sure every field on the License page is filled with information, and that your 
SecureDocs license is current. If you see blank fields, contact TROY customer 
support.  

Only numbers used in data capture field naming  
Be sure to use letter characters when naming data capture fields. Using only 
numbers causes print errors.  

Using a 32-bit version of Windows  
If you are running a 32-bit version of Windows, you must replace the 
SumatraPDF.exe file at C:\Program Files (x86)\ TROYGroup\SecureDocs Local 
Service\Print Processor Service\Resources. Contact TROY customer support for 
more information and to obtain the file. 

More questions? 
Support and FAQ 
www.troygroup.com/support/securedocs-sentry  

Contact TROY  
www.troygroup.com/contact  

technicalsupport@troygroup.com 

+1-304-232-0899  

http://www.troygroup.com/support/securedocs-sentry
http://www.troygroup.com/contact
mailto:technicalsupport@troygroup.com
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Index 
 

Anti-Fraud, 15, 16, 29, 30 
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Capture, 14, 15, 16, 19, 20, 24 

Create Blank Template, 11 

Create Template From File, 12 

Designer, 11, 12, 13, 15, 18, 19, 20, 35 

Exclusion Region, 23, 30 

Ghostscript, 7, 33 

Image capture, 20 

Import Template, 12 

Installation, 10, 34 

Left panel, 15 

License, 7, 9, 10, 34, 36 
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MicroPrint, 4, 16, 29 

Mobile app, 4, 10, 16, 27, 35 

Output, 31, 33, 35 

Pages, 17 

Print Agent, 5, 9, 10, 11, 20, 21, 31, 32, 33, 34, 36 

PrintMatch, 16, 20, 21, 31, 36 

Product Key, 8 

Properties, 17, 19, 20, 22, 23, 24, 26, 27, 28, 29, 30 

Protect Settings, 15, 21 

QR Code, 16 

Redaction, 16, 28 

Right panel, 17 

Secure UV, 4, 5, 17, 35 

SecureMark, 4, 10, 15, 16, 27, 35, 36 

Security Element, 11, 12, 13, 16, 19, 30 

Security Template, 9, 10, 11, 12, 13, 20, 21, 31, 32, 33, 35, 36 

Serial Code, 16, 26 
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Signature, 25 

Spectrum UV, 4, 5 

TROYMark, 4, 15, 16, 23 

UV Output, 4, 5, 17, 24 
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